Stoke Canon Parish Council
PRIVACY NOTICE
For staff*, councillors and Role Holders**

*“Staff” means employees, workers, ogency staff and those retained on a temporary or permanent
basis

**Includes, volunteers, contractors, agents, and other role holders within the councll including former
stalf*and former counclllors. This also includes applicants or candidates for any of these roles.

Your personal data - what Is it?

"Personal data” Is any Information about a living individual which allows them to be identified from that
data (for example a name, photograph, video, email address, or address). Identification can be
direclly using the data Itself or by combining it with ofher information which helps fo identity a living
individual (e.g. a [ist of staff may contain personnel ID numbers rather than names but if you use @
separate list of the ID numbers which give the cormresponding names to identify the staff in the first list
then the first list will also be treated as personal data). The processing of personal data is governed by
legisiation relating to personal data which applies in the United Kingdom including the General Data
Prolection Regulation {the "GDPR") and other legisiation relating to personal data and rights such as
the Human Rights Act.

Who are we?

This Privacy Notice is providad to you by Stoke Canon Parish Council which Is the data confroller for
your data.

The council works together with:

. Other data confrollers, such as local authorities, public authorities, central government and
agencles such as HMRC and DVLA

. DBS services suppliers

Payroll services providers

We may need fo share personal data we hold with them so that they can carry out their responsibilifies
1o the councll and our community. The arganisations referred 1o above will sometimes be “joint data
confrollers”. This means we are all responsible to you for how we process your dota where for example
fwo or more data confrollers are working together for a joint purpose. If there is no joint purpase or
coliaboration then the data conirollers will be independent and will be individually responsible to you.

The council will comply with data protection law. This says that the personal data we hold about you
must be:

. Used lawfully, fairly and in a transparent way.

Collected only for valid purposes that we have clearly explained fo you and not used in any
way that Is incompatible with those purposes.

Relevant to the purposes we have told you about and limited only to thase purposes.
Accurate and kept up fo date.

Kept only as long as necessary for the purposes we have told you about.

Kept and destroyed securely including ensuring that appropriate technical and security
measures are in place fo protect your personal data fo pratect persanal data from loss, misuse,
unauthorised access and disclosure.

What data do we process?

Names, fitles. and photographs (on web site oniy).

Start date / leaving daote

Contact detalls such as telephone numbers, addresses. and email addresses.

Financial iInformation such as Naflonal Insurance number, pay and pay records, tax code, tax
and benefits contributions, expenses claimed [Clerk only).




We use your personal data for some or all of the following purposes: -

We will 6n|y use your personal data when the law allows us to. Most commonly, we will use your
personal data in the following circumsiances:

. Where we need to perform the contract we have entered into with you,

- Where we need to comply with a legal obligation,

We may aiso use your personal data in the foliowing situations, which are likely fo be rare:
. Where we need o protect your interests [or someone else's interests).

. Where If Is needed in the public interest [or for official purposes),

We do not collect or use sensitive personal data
What Is the legal basis for precessing your personal data?
Some of our processing Is necessary for compliance with a legal obligation,

We may also process data if it s necessary for the performance of a contract with you, or to lake steps
o enter Into o contract.

We will also process your data in order to assist you in fulfiling your role in the council inciuding
administrative support or If processing is necessary for compliance with a legal obligation.
Sharing your personal data

Your personal data will only be shared with third parties including other data confrollers where it Is
necessary for the performance of the data controliers’ tasks or where you first give us your prior
consent. It is likely that we wlll need to share your data with:

. Our agents, suppliers and confractors. For example, we may ask a commerclal provider 1o
manage our HR/ payroll functions ., or to mainiain our database software;

. Other persons or organisations operating within local community.

. Other data controllers, such as local authorities, public authorities, central government and
agencies such os HMRC ond DVLA

. DBS services suppliers

. Payroll services providers

How long do we keep your personal data?

We will keep some records permanently if we are legally required fo do so. We may keep some other
records for an extended period of fime. For example, it is curantly best practice ta keep financial
records for a minimum period of 8 years to support HMRC cudits or provide tax Informatian, We may
have legal obligations to retain some data In connection with our statutory abligations as a public
cuthority. The council Is permitted to retain data in order to defend or pursue claims. In some cases
the law impaoses a time limit for such claims (for example 3 years tor personal injury claims or é years for
contract claims). We will retain some personal data for this purpose as long as we believe it is
necessary o be able fo defend or pursue a claim. In general, we will endeavour to keep data only for
as long as we need (. This means that we will delete It when it s no longer needed.

Your responsibilifies

It is Important that the personal dota we hold about you Is cccurate and current. Please keep us
informed if your personal data changes during your working relationship with us.

Your rights in connection with personal data
You have the following rights with respect to your personal data: -

When exercising any of the rights listed below, in order to process your request, we may need fo verify
your identity for your security, In such cases we will nesd you to respond with proof of your identity
before you can exercise these rights.

I. The right fo access personal dafa we hold on you

. At any paoint you can contact us fo request the personal data we hold on you as well as why
wea have that personal data, who has access o the personal data and where we obtained
the personal data from. Once we have received your request we will raspond within one
month.




There are no fees or charges for the first request but additional requests for the same personal
data or requests which are marifestly unfounded or excessive may be subject to an
administrative fee.

2, The right fo correct and updatle the personal data we hold on you

. It the data we hold on you Is out of date, incomplete or incomect, you can inform us and your
data will be updated.,

3. The right to have your personal dafa erased

- it you feel that we should no longer be using your personal data or that we are unlawfully using
your personal data, you can request that we erase the personal dala we hold.

. When we receive your request we will confirm whether the personal data has been deleted or
the reason why it cannot be deleted (for example because we need it for to comply with a
legal obligation).

4. The right to object to processing of your personal dalfa or o restrict it to certain purposes only

. You have the right to request that we stop processing your personal data or ask us fo restrict
processing. Upon receiving the request we will contact you and el you know If we are able to
comply or if we have a legal obligation 1o continue 1o process your data.

5 The right to data portability

. You have the right fo request that wa transter some of your data to ancther cantroller. We will
comply with your request, where [t is faasible to do 30, within one month of receiving your
request.

6. The right to withdraw your consent fo the processing at any fime for any processing of data o
which consenl was obfained

. You can withdraw your cansent easily by telephone, email, or by post [see Contac! Delails
below).

7. The right to lodge a complaint with the Information Commissioner's Office.

. You can contact the Information Commissioners Office on 0303 123 1113 or via email
hitps://ico.org.uk/global/contact-us/email/ or ol the Information Commissioner's Office,
Wycliffe House, Water Lane, Wilmsiow. Cheshire SK9 5AF.

Further processing

If we wish to use your personal data for a new purpose, not coveared by this Privacy Nofice, then we will
provide you with a new notice explaining this new use prior to commencing the processing and setfing
out the relevan! purposes and processing condifions. Where and whenaver necessary, we will sesk
your prior consent fo the new processing, If we start to use your personal dato for a purpose not
mentioned In this notfice.

Changes to this nofice

We keep this Privacy Nofice under regularreview and we will place any updates on our web sife, This
Nofice was lost updated in February 2018.




